Annex D: MAP Stage P — Pathway Assignment

Pathway Assignment: 1-on-1 consultation and guidance tailored to the specific needs of
enterprises so they can implement the right programmes and address their business
priorities.

S/IN

Stage P — Pathway Assignment

Conducted By

1

AWS supports Small & Medium Businesses
(SMBs) to digitally grow their business and upskill
their workforce. SMBs are invited to speak with
AWS for a baseline security assessment, or
subscribe to a curated set of AWS training
programs to advance the cloud security
knowledge and skills of their workforce. SMBs
can apply to AWS Lift to kickstart their digital
transformation on AWS.

Amazon Web Services (AWS)

a. Businesses can sign up for AiSP’'s CAAP
Advisory Clinics for advice on how they can
take their next steps in their pathways of
transformation.

b. Access to AiSP’s complimentary workshop
clinics for 2023:

e Asset Discovery, Understand Your
Current Landscape

e Your Responsibility in the New Digital
World

Association of Information
Security Professionals (AiSP)

a. Complimentary resources for SMEs including
toolkits and templates.

b. Complimentary 1-to-1 business consultation
with cyber security consultant subject to
limited spots available.

Blackpanda

a. Cyber Security Health Plan tailored for
businesses  with CISO  as-a-Service
(CISOaaS) consultants.

b. Guided steps for businesses to certifications
such as Cyber Essentials by CISOaaS
consultants.

Cyber Security Agency of
Singapore (CSA)

Business interested in defending against cyber-
attacks on the human layer, can affordably
subscribe to KnowBe4 services like KM-SAT, that
not just train and test your organization to change
behaviour, PhishER that prioritize what
suspicious email to manage first being reported
by your trained organization, Security Coach that
spots risky behaviour and provides real-time
coaching, and others. Businesses can also talk to
us about free tools like phishing security tests,
automated security awareness  program,
password tests, etc.

KnowBe4

Businesses interested to work on transformation

PwC Singapore



https://aws.amazon.com/training/ramp-up-guides/
https://aws.amazon.com/training/ramp-up-guides/
https://aws.amazon.com/events/apj/aws-lift/?trkCampaign=apj-aws-lift&trk=0914d233-1d01-4c61-8a84-45cb61ee98ad&sc_channel=el

projects can get access to PwC Singapore and
its solution providers to co-develop Proof of
Concepts/Values (POC/POV) or Minimum
Viable Products to allow the organisation to
evangelise the transformation within their
organisation.

Access to Cyber Security 101 webinars and in-
person events

SGTech

a.

PSG Cyber Security Approved Solutions —
Endpoint Protection and Unified Threat
Management

Start Digital programme solutions (Singtel
Broadband Security, Business Protect Basic,
Email Protect)

Non-PSG/ SD solutions across network
protection, endpoint protection, cloud
security, managed security services,
consulting and professional services

Singtel Cyber Security Institute: Professional
cyber-security training and drills that equip
all levels of employees with the right
knowledge and tools against cyber threats

Singtel

PSG Cyber Security Approved Solutions —
Managed Firewall Solutions

Cyber security trends and impact on
business, use case study and SPTel pre-
approved managed firewall solutions sharing.

Complimentary advisory session with digital
experts for guidance on grant support and
business digitalisation.

SPTel

Chief Technology Officer -as-a-Service

(CTO-as-a-Service) is an SME Go Digital
initiative by IMDA that aims to make going
digital simple for SMEs with complimentary
digital advisory services.

e Phase 1: Digital Advisory

SMEs to sign up for complimentary digital
advisory for Cybersecurity or Data protection
consultation. This includes a 1-hour
consultation to address cybersecurity or data
protection essentials and/or Trust mark
certification and concerns. Self-learn videos,
standard IT policy and checklists will be also
provided.

e Phase 2: Project Management Support
Services

Complimentary project management support

Stone Forest IT (SFIT)



https://www.stoneforest.com.sg/stoneforestit/ctoaas

for SMEs under CTO-as-a-Service for the
implementation of security related digital
solutions.

SFIT can also assist SMEs interested in
implementing and customising IT policies and
incident response plans.




